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For many young women in İstanbul, social media is part of daily life. Apps like 
Instagram, TikTok, and WhatsApp are not only spaces to connect with friends but 
also platforms for creativity, learning, and self-expression. However, these same 
spaces can also bring risks such as harassment, manipulation, and even blackmail. 
Online harassment is one of the fastest-growing forms of violence against women 
worldwide, and Türkiye is no exception. Understanding how to stay safe digitally 
is just as important as learning how to protect yourself in public spaces. 
 

Protecting Personal Data 
The first step in digital safety is being careful with personal information. Many 
cases of online harassment begin when too much personal data is shared, either 
publicly or with someone who cannot be trusted. Simple precautions can make a 
big difference: 

●​ Keep accounts private when possible, especially personal ones. 
●​ Limit personal details in bios, captions, or stories (e.g., addresses, school 

names, daily routines). 
●​ Be careful with location sharing. Avoid posting live updates that show 

exactly where you are. Instead, share after leaving the place. 
●​ Use strong passwords and change them regularly. Never share passwords 

with friends or partners, no matter how much you trust them. 

These steps don’t mean women are responsible for online abuse, they simply make 
it harder for strangers or harmful people to misuse personal information. 

Recognizing Signs of Manipulation 
Another danger online is manipulation. Sometimes strangers or even acquaintances 
try to build trust with young women through flattery, attention, or promises. This 
process, known as grooming, often leads to requests for personal photos, videos, 
or sensitive details. 

Signs of manipulation include: 

●​ Someone asking for private photos quickly after starting a conversation. 



●​ Excessive flattery or pressure to move the conversation to private apps. 
●​ Making threats such as “If you don’t send this, I will tell others about you.” 

Recognizing these tactics early helps young women cut off contact before it 
becomes more dangerous. 

Dealing with Harassment on Instagram and TikTok 
​
Harassment on popular platforms like Instagram or TikTok can include unwanted 
messages, comments, or being tagged in harmful content. It can feel 
overwhelming, but there are practical steps that help manage it: 

1.​ Block and restrict users. Both apps allow blocking harassers and restricting 
comments so they are invisible to others. 

2.​ Report the behavior. Instagram and TikTok both have reporting tools that 
investigate harmful accounts. 

3.​ Save evidence. Screenshots and chat records may be useful if the situation 
escalates or if legal steps become necessary. 

4.​ Don’t engage with harassers. Responding often encourages them. Silence, 
blocking, and reporting are stronger tools. 

Responding to Blackmail 
​
One of the most serious forms of online abuse is sextortion, when someone 
threatens to share private photos or videos unless the victim does what they 
demand. This can feel terrifying, but it is important to know: 

●​ Never give in to the blackmailer’s demands. Sending more content only 
makes the situation worse. 

●​ Save all evidence, including screenshots of threats and usernames. 
●​ Report the account immediately to the platform. 
●​ In Türkiye, victims can also call the ALO 183 helpline or seek support from 

NGOs such as Mor Çatı for guidance on next steps. 

Blackmail is a crime, and survivors have the right to support and protection. 



Building Safe Online Communities 
​
While online spaces can be dangerous, they can also be places of solidarity. Many 
young women in İstanbul are creating safe online communities by: 

●​ Following accounts that promote awareness and self-defense tips. 
●​ Supporting peers who experience harassment by reporting harmful accounts. 
●​ Sharing resources like helplines or educational campaigns in group chats. 

These small actions create safer environments for everyone and remind survivors 
that they are not alone. 

 

Digital safety is an essential part of life for young women in İstanbul. Protecting 
personal data, recognizing manipulation, managing harassment, and responding to 
blackmail are key steps toward safer online experiences. At the same time, building 
supportive communities and knowing where to turn for help strengthen resilience 
against online abuse. 

Harassment and blackmail are never the victim’s fault. They are acts of power and 
control, and every survivor deserves safety and respect. By staying alert, using 
protective tools, and supporting one another, young women in İstanbul can reclaim 
their digital spaces with confidence. 
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